KYOCERA
SecureAudit

HAVE YOU SECURED

YOUR PRINT ENVIRONMENT?

CHECK YOUR KYOCERA MULTIFUNCTIONAL DEVICE IS CONFIGURED TO MEET YOUR SECURITY POLICIES

With a greater risk from security threats and a need for data
compliance, checking the security of MFPs has become a high
priority for organisations. KYOCERA have developed a solution
that provides a one stop security check of your device. Printer
security audit capabilities are now in your control, giving you
ongoing reporting to show compliance and highlight gaps to be
actioned, giving you peace of mind.

KYOCERA SecureAudit provides a simple method for users
to check: all open ports, protocols, registered accounts, job
boxes, installed apps and USB status on your HyPAS™ enabled/
capable devices. From this information the data manager can
make an informed decision on what areas of the network are
potentially vulnerable to a breach and why.
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BUSINESS CHALLENGES

> New General Data Protection Regulations (GDPR) require
personal data to be secure for an organisation to comply with
legislation.

> More complex cyber threats to my organisations networks.
> No visibility of current security level of MFPs.
> The process to check MFPs across a variety of settings takes a

substantial amount of time as well as requiring technical
knowledge of the devices and what to report against.

HYPAS™ — TAILOR-MAKE YOUR MFP TO SUIT YOUR BUSINESS

YOUR ADVANTAGES WITH KYOCERA SecureAudit

> KYOCERA SecureAudit will give your organisation the ability
to see what vulnerabilities may be on your devices whilst at
the same time providing information about the device’s status
across a number of settings via diagnostic reports.

> KYOCERA SecureAudit works in conjunction with
organisations security strategies to support data protection
regulation and security audit compliance.

> KYOCERA SecureAudit has a quick install time with an
intuitive interface and unambiguous report generation so no
prior technical training is required.

HyPAS

HyPAS™ is KYOCERA’s platform to develop custom business applications. These can run embedded inside the device and extend the
device functionality according to user needs. For powerful functionality, applications can connect to external server applications and
integrate the device into company workflows. With HyPAS™, we can meet individual customer requirements and provide the right

solution for your business.
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FEATURES & SPECIFICATIONS

KYOCERA SecureAudit runs a diagnostic report on: all open ports, protocols, registered accounts, job boxes, installed apps and USB
status on the device. All information is then compiled into one report which can then be printed or saved to USB in a JSON format for
review. From this, the security administrator can make informed decisions on where the points of vulnerability are. The report also
provides key information used to build a data security strategy by giving visibility of the current default settings.
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for users to produce in-depth reports with minimal
training needed.

Security: by identifying where vulnerabilities may
exist, this compliments a preventative security
strategy looking to find and fix possible breach
points before they happen. oss oss
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Data Protection Regulations:
KYOCERA SecureAudit will support data protection
policies and assist GDPR compliance.
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VISIBILITY LEADS TO SECURITY

SUPPORTED SYSTEMS

KYOCERA SecureAudit is not focused on encryption or Compatible with all HyPAS™-enabled MFPs
fi Il defi lthough we do h li

rewall defence (alt °f‘g we do have complimentary Compatible with all HyPAS™-capable MFPs
products that can provide on those fronts). The

focus of KYOCERA SecureAudit is to give businesses
and organisations visibility of their current KYOCERA
fleet and understand what settings are currently in
place that may be a point of entry to be exploited or
compromised. This gives IT staff custom diagnostic
reports that can be used to justify further security
measures to keep data safe.

You cannot solve a problem until you have identified
what it is!

Note that HyPAS™-capable devices require a
compatible external memory card.

COMPLIMENTARY INFORMATION:

KYOCERA Data Security Kits provides data encryption
that meets ISO criteria for KYOCERA devices, for further
information use the link below:

www.kyoceradocumentsolutions.eu/index/document

solutions/costcontrolandsecurity/data_security kit.html

FOR MORE INFORMATION ABOUT KYOCERA SecureAudit PLEASE VISIT

www.kyoceradocumentsolutions.eu, or call us at +31(0)20-654-0000

KYOCERA Document Solutions Europe B.V.
Bloemlaan 4, 2132 NP Hoofddorp, The Netherlands
Tel: +31(0)20-654-0000, Fax: +31(0)20-653-1256
Email: info@deu.kyocera.com

N

/% KYOCERG

Document Solutions


https://www.kyoceradocumentsolutions.eu/index/document_solutions/costcontrolandsecurity/data_security_kit.html
https://www.kyoceradocumentsolutions.eu/index/document_solutions/costcontrolandsecurity/data_security_kit.html
https://www.kyoceradocumentsolutions.eu/index/document_solutions/costcontrolandsecurity/data_security_kit.html

	Knop 1: 


